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“rolled over” and moved around in a type of logical circle the

left-shifted bits simply get “pushed off the edge”).)  The final

MD5 “mixing” function, to which cryptographers refer as “turning

the crank,” modifies the structure of the bits by, in essence,

swapping their structure and order 64 times.  (Trial Tr. 164:9-20,

Mar. 31, 2009; see generally Trial Ex. U-9 (hard copy demonstrative

slides) and Ex. T-9a (animation).)  The T-9a animation, combined

with Dr. Wallach’s explanation of the operation of MD5 (Trial Tr.

157:21-166:3, Mar. 31, 2009), is perhaps the most effective

explanation of how the algorithms actually work.  (Clicking on the

screen below will replay the T-9a animation and Wallach testimony.)

(Click screen to begin; escape to stop.)
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